Anonymous Operations 



Communication over IRC 



Communication via IRC 



• Internet Relay Chat, a stable protocol for 
running chatrooms 

• Servers that are "linked" into a network 

• Anyone can talk to another, regardless of which 
server they are on 

• Very basic, plain text and in some cases colored 
and bold text 

• Fast talking 

• AnonOps IRC network 



Why IRC & Drawbacks 



• Used because of the high volumes of users it 
can handle without slowdowns 

• Prone to DDoS attacks due to centralized 
network structure 

• Hard to follow for new users, text scrolls out of 
screen very quickly 



Operation Payback 



Coordination of attacks and targeting 



LOIC 



- DoS tool: intended for attacking websites 

- Originally developed by "Praetox Technologies" 

- Later released as open-source code 

- Attempts to send so many requests to a 
(web)server that it cannot handle the amount of 
requests. 

- Also a browser-variant: JS LOIC 



Voting 



• Targets are suggested in the IRC channel by 
users 

• Targets that appear to be "popular" amongst 
users are compiled into a poll on which anyone 
can vote (hundreds of votes in total) 

• Google Spreadsheets 

• Own hosted poll 

• Modpoll 

• Pollcode 

• Target with most votes is set as "official" 



Problems 



Anons straying from the target 
Removed polls 
Messy communication 



The Hive 



- Works like a botnet 

- The Hive is an IRC server 

> Usually secured 

- Special Hivemind LOIC version 

- DoS becomes DDoS 



Botnets 



-A central control point, usually IRC or HTTP 

- Infected computers (viruses) as opposed to 
voluntary participation. 

- Botnet operator can give commands, all 
connected computers will execute these. 

- The owner of an infected computer (bot) is not 
aware of this. 



Differences between the Hive and 




botnets 


A botnet 


The Hive 


Involuntary 


Voluntary 


Infected 


Downloaded tool 


Unnoticeable 


Sometimes noticeable 




Single-purpose 


Often multi-purpose 





Anonymous and press 



Media reception, and AnonNews 



Media reception 

- Many media outlets have trouble understanding 
Anonymous. 

- Keep looking for a leader or central point of 
organization. 



"They are used to a default take-me-to-your- 

leader approach." 



Media reception 

- Various responses 

- "New Online Cyberwar" 

- Praised by some as "able to change how the 
world works" 

- Regarded as "hackers" or even "script kiddies" 
by many media outlets. 



AnonNews 



- Anonymous news platform with an Open Posting 
concept. 

- No censorship, only guidelines on formatting. 

- Submissions and comments are fully 
anonymous 

- Appears to be used by many mainstream media 
outlets as an important source of information on 
AnonNews. 



AnonNews 



- Currently 5 active moderators 

- Press releases / manifestos 

- External news sources 

- Anonymous-related sites 

- Almost no spam despite low moderation 

- Many visitors (sometimes up to 12.5k a day) 

- Two DDoS attacks so far. 



